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Critical Internet services

‣ Lookup IP address of a domain name (almost every 

interaction)

‣ Domain name registration

‣ Manage fault-tolerant and distributed infrastructure


“Catalyst” of the Internet in the Netherlands

‣ Enable safe and novel use of the Internet

‣ Improve the security and resilience of the Internet 

itself

.nl = the Netherlands


17M inhabitants


5.9M domain names


3.2M DNSSEC-signed


1.5B DNS queries/day

Stichting Internet Domeinregistratie 
Nederland (SIDN)



• Help operational teams 

• Write open source software 

• Analyze vast amounts of data 

• Run experiments 

• Write academic papers and tech reports 

• Work with universities 

SIDN Labs



Most people
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“A smart device is an electronic device, [snip],


that can operate to some extent interactively


and autonomously.”

Smart Devices

According to Wikipedia

















What does i.Con do with its data? Can I 
use it anonymously?

“Absolutely! All data will be kept anonymous 
but users will have the option to share their 
recent data with friends, or, indeed the world. 
You will be able to anonymously access stats 
that you can compare with i.Con users 
worldwide.”













What is the IoT? 

Wikipedia definition:


“The Internet of things (IoT) is the inter-networking of 
physical devices, vehicles (also referred to as "connected 
devices" and "smart devices"), buildings, and other items 
embedded with electronics, software, sensors, actuators, 
and network connectivity which enable these objects to 
collect and exchange data.”




Global Standards Initiative definition:


“a global infrastructure for the information society, enabling 
advanced services by interconnecting (physical and virtual) 
things based on existing and evolving interoperable 
information and communication technologies"[3] and for 
these purposes a "thing" is "an object of the physical world 
(physical things) or the information world (virtual things), 
which is capable of being identified and integrated into 
communication networks".” 





A simpler definition:


“Stuff that did not use to be networked”







‣ Security is hard


‣ Security is expensive


‣ In some cases: security is not ‘user-friendly’


‣ Security is not a feature that sells devices


‣ But time to market and price are


‣ Security is invisible

Why?





Mirai vs

1.2 Tbps

From ‘only’ 100.000 devices






























Firewall

SPIN agent

Message broker

Profile 
manager

Anomaly 
detection

Traffic 
Manager

User 
Interface



Firewall

SPIN agent

Message broker

Profile 
manager

Anomaly 
detection

Traffic 
Manager

User 
Interface















Security and Privacy for  
In-home Networks (SPIN)













Thanks

https://spin.sidnlabs.nl
elmer.lastdrager@sidn.nl

mailto:elmer.lastdrager@sidn.nl


Elmer Lastdrager 
Research Engineer

elmer.lastdrager@sidn.nl

@elmerlastdrager


Q&A
spin.sidnlabs.nl 

github.com/sidn/spin


