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Klik  om  de  s+jl  te  bewerken


Klik  om  de  models+jlen  te  bewerken


§  Tweede  niveau


§  Derde  niveau


§  Vierde  niveau


Vijfde  niveau
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The	
  goal	
  of	
  the	
  project:	
  

• To	
  inves@gate	
  if	
  assigning	
  some	
  sort	
  of	
  reputa@on	
  to	
  
resolvers	
  can	
  help	
  in	
  mi@ga@ng	
  abuse.	
  	
  
	
  
• To	
  gather	
  experience	
  on	
  data-­‐science	
  (analyzing	
  	
  
‘bigdata’).	
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How?	
  
By	
  ‘fingerprin@ng’	
  specific	
  resolver-­‐behavior.	
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Theore@cal	
  situa@on:	
  

Resolvers	
  	
  
at	
  ISP	
  

Queries	
  and	
  
replies	
  

Authorita@ve	
  
DNS	
  
for	
  .nl	
  

.nl	
  Registry	
   	
  Normal	
  resolvers:	
  

•  Large	
  ISP’s.	
  

•  Home	
  users	
  (privacy-­‐issue).	
  

•  ‘Domainers’	
  (on	
  the	
  edge).	
  

•  Valida@ng	
  (or	
  not).	
  

•  In	
  sensor-­‐networks	
  (RIPE	
  Atlas	
  
DNSmon	
  etc.).	
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In	
  reality	
  

Resolvers	
  	
  
at	
  ISP	
  

Queries	
  and	
  
replies	
  

Authorita@ve	
  
DNS	
  
for	
  .nl	
  

.nl	
  Registry	
   	
  Malicious	
  systems:	
  

•  Spam-­‐runs.	
  

•  Cutwail	
  and	
  other	
  spambotnets.	
  

•  DNS-­‐amplifica@on	
  DDoS	
  with	
  spoofed	
  
addresses.	
  

• Open	
  resolvers.	
  

But	
  also:	
  

•  Legacy	
  soaware,	
  	
  or	
  poorly	
  
configured	
  soaware.	
  

•  Things	
  we	
  do	
  not	
  yet	
  fully	
  
understand.	
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Some	
  examples	
  of	
  what	
  we	
  look	
  at…	
  

• 	
  Ra@o	
  between	
  ANY	
  /	
  non-­‐ANY	
  queries.	
  
• 	
  REFUSED	
  (asking	
  for	
  .com	
  for	
  example).	
  
• 	
  Only	
  asking	
  second-­‐level.	
  
• 	
  Triggering	
  TC-­‐bit	
  (RRL	
  truncated	
  answers).	
  
• 	
  Only	
  use	
  TCP.	
  
• 	
  Rela@vely	
  many	
  NXDOMAIN’s.	
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As	
  well	
  as…	
  

• 	
  Rela@vely	
  many	
  MX-­‐queries?	
  
• 	
  Are	
  they	
  large	
  resolvers?	
  
• 	
  Do	
  they	
  visit	
  us	
  regularly?	
  
• 	
  Are	
  they	
  home-­‐resolvers	
  (exclude	
  them	
  for	
  privacy	
  reasons).	
  
• 	
  Are	
  they	
  valida@ng?	
  
• 	
  Do	
  they	
  respect	
  our	
  TTL?	
  
• 	
  Do	
  they	
  only	
  use	
  source	
  port	
  53?	
  
Etc.	
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Example:	
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Resolver	
  Reputa@on	
  System:	
  

Resolvers	
  	
  
bij	
  ISP	
  

Vragen	
  
en	
  antwoorden	
  

Authorita@ve	
  
DNS	
  

voor	
  .nl	
  

.nl	
  Registry	
  

ResRep	
  

Labs	
  Netwerk	
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Example	
  of	
  first	
  prototype	
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Looking	
  closer	
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Example	
  of	
  ongoing	
  ajack	
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In	
  retrospec@ve	
  

select qname from dns.packet 
where src=“217.121.XXX.XXX" 
limit 500 
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Ul@mate	
  situa@on:	
  

Vragen	
  
en	
  antwoorden	
  

Authorita@ve	
  
DNS	
  

voor	
  .nl	
  

.nl	
  Registry	
  

ResRep	
  

Labs	
  Netwerk	
  

AbuseHUB	
  

AbuseHUB	
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What	
  have	
  we	
  found	
  so	
  far…	
  

• 	
  More	
  ‘resolvers’	
  than	
  an@cipated	
  (~4	
  million).	
  
• 	
  ~750000	
  	
  seem	
  ‘suspicious’	
  (possibly	
  only	
  @p	
  of	
  the	
  iceberg).	
  
• 	
  Various	
  remarkable	
  findings.	
  
• 	
  botnets	
  sending	
  spam,	
  DDoS-­‐traffic,	
  a	
  number	
  of	
  unknown	
  
phenomenon's.	
  

• 	
  Also	
  some	
  things	
  we	
  hoped	
  for,	
  but	
  didn’t	
  encounter.	
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Lessons	
  learned:	
  

• Profiling	
  and	
  defining	
  ‘security	
  metrics’	
  is	
  quite	
  complicated.	
  
• But	
  can	
  produce	
  interes@ng	
  results	
  (needle	
  in	
  the	
  haystack).	
  
• Derived	
  behavior,	
  there’s	
  a	
  fair	
  change	
  of	
  false	
  posi@ves.	
  
• Results	
  so	
  far	
  are	
  probably	
  only	
  complementary	
  on	
  other	
  measurements,	
  but	
  
we	
  would	
  like	
  more.	
  

• We	
  see	
  only	
  systems	
  that	
  are	
  contac@ng	
  our	
  DNS,	
  obviously.	
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Tell	
  me	
  please:	
  

• Are	
  you	
  involved	
  in	
  similar	
  projects?	
  
• Do	
  you	
  have	
  any	
  opinions	
  about	
  this	
  project?	
  
• Any	
  other	
  feedback,	
  sugges@ons,	
  proposals?	
  



Tekstvak	
  /	
  100%	
  beeld	
  

VOEG	
  EEN	
  FOTO	
  IN:	
  

1.  Verwijder	
  de	
  bestaande	
  foto	
  en	
  klik	
  op	
  het	
  icoon,	
  om	
  
een	
  foto	
  in	
  te	
  voegen:	
  

2.  Zoek	
  de	
  gewenste	
  foto	
  en	
  dubbelklik	
  hierop.	
  
3.  Staat	
  de	
  apeelding	
  er	
  niet	
  goed	
  in?	
  Selecteer	
  de	
  foto,	
  

klik	
  ‘Format’	
  in	
  het	
  lint	
  en	
  selecteer	
  ‘Crop’.	
  
	
  

4.  Als	
  de	
  apeelding	
  boven	
  het	
  tekstvak	
  verschijnt,	
  kun	
  
je	
  de	
  slide	
  resejen.	
  Selecteer	
  hiervoor	
  de	
  dia	
  met	
  
een	
  rechtermuisklik	
  en	
  selecteer	
  ‘Reset	
  slide’	
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Thank	
  you!	
  

Marco	
  Davids	
  

marco.davids@sidn.nl	
  

	
  

	
  

@marcodavids	
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