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Mirai botnet: Dyn, OVH 
(hosting provider), Krebs 

On Security (website), 
Deutsche Telecom (ISP)

NETSCOUT report 2019 

https://www.itsecuritynews.info/aws-hit-with-a-record-2-3-tbps-ddos-attack/
https://www.zdnet.com/article/mirai-botnet-attack-briefly-knocked-an-entire-country-offline/

Amplification attacks
IoT

DDoS attacks: bigger, smarter
and more frequent

DDoS Examples



CONCORDIACyber security cOmpeteNCe fOr Research anD InnovAtion

DDoS Clearing House Concept
• Continuous and automatic sharing of “DDoS fingerprints” buys 

providers time (proactive)

• Extends DDoS protection services that critical service providers 
use and does not replace them 
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T3.2 Objectives
• Pilot a DDoS Clearing House with 

European industry for Europe to 
proactively and collaboratively 
protect European critical 
infrastructure against DDoS attacks

• Key outputs: pilots in NL >> IT, DDoS 
clearing house cookbook

• Build on existing components
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P-NL P-IT … EU

Key challenge: increase to 
TRL 5-7 and grow 

deployment
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Starting Point: Pilot in the Netherlands
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Plus NoMoreDDoS and Dutch Continuity Board

CONCORDIA partner

CONCORDIA partner

CONCORDIA partner
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https://nomoreddos.org/
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Advance #1: DDoS Clearing House-in-a-Box

• All-the-components together (ready-to-deploy)
• First step towards more distributed deployment model
• Enables quick prototyping 
– Shared development
– Easy to test/audit
– Attack samples [1]

• Improvements will be merged into our repository [2]
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DDoSDB
in-a-box

dissector converter

[1] https://www.simpleweb.org/wiki/index.php/Traces#Booters_-_An_analysis_of_DDoS-as-a-Service_Attacks
[2] https://github.com/ddos-clearing-house/
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Advance #2: Pilot in the Netherlands
• Basic sharing of FPs through ddosdb.nl (non-production)
• Improved software (Dissector and Converter) 
• Processing DDoS attacks on a regular basis
• Translated data sharing agreement from Dutch to English
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Advance #3: Cross-dataset Platform
• Layer that combines
• MISP and Incident Clearinghouse (T3.1)
• DDoS Clearinghouse (T3.2)

• Defined several use cases, such as
• Booter detection
• Incident response automation

• Work in progress
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One pager on our T3.1/T3.2 “Liaison” Page:
https://confluence.lrz.de/pages/viewpage.action?pageId=159886496
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Advance #4: Blog Series
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Advance #5: Demo-driven Way of Working
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Next steps: demo v2.2 (Sep/Oct)
• Deploy system at other partners
• Establish fingerprint exchange in a 

regular basis
• Improve software components
• Dissector – improve DDoS 

characteristics fingerprints
• Add-ons components on the top of 

database 
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Contact

Research Institute CODE
Carl-Wery-Straße 22

81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twitter.com/concordiah2020

www.facebook.com/concordia.eu

TM

www.linkedin.com/in/concordia-h2020
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