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Agenda
• RegCheck: ML-based detection of malicious registrations

• .nl approach
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• Lessons learned



RegistryRegistry
RegCheck

RegCheck ML

RegCheck Database

Registry

Abuse feeds

Registrations

Process malicious 
registrations

RegCheck (as seen on TechDay)

Registration 
connector

Abuse analysts

ML knowledge



.nl approach
• All new registrations enter the zonefile
• RegCheck retrospectively computes risk scores
• Results published on support dashboard
• Start ID verification for suspicious registrations
• Prioritise precision over recall



.nl approach
• 44% of ID verifications 

started with RegCheck

• <5% of registrants 
respond to request

• Quantitative evaluation 
is difficult



.be approach
• Rule based system
• Deferred delegation
• Experimental ML based system
• Moving to RegCheck
• Optimizing differently though
• Recall over precision
• Additional input data
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Collaboration phases

Exploration Agreement Joint development

March - December 2022 December 2022 January 2023 - now



Benefits of collaboration
• Improved reputation scoring

• Validation of geographical features (e.g., city, timezone)

• Added TF-IDF-based features on registrant fields

• Handle high-cardinality n-gram features

• Discussion about design and policy choices



Lessons learned

• Sharing experiences with / different views on abuse is valuable

• Collaboration works, even with diverging policies

• Collaboration inspires innovation

• More people = more opinions


