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High-impact DDoS Examples

Estonia, 2007

Mirai botnet, 2016: Dyn, OVH g The Netherlands, September 2020
(hosting provider), Krebs On Fm
Security (website), Deutsche BTN it brse e

Telecom (ISP)
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Liberia, 2016 The Netherlands, January 2018
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T3.2 objective

* Pilot a DDoS Clearing House with European
industry for Europe to proactively and
collaboratively protect European critical
infrastructure against DDoS attacks

Key challenge: increase to

* Contributes to increased European digital TR; 5-7 and i
sovereignty thru better insight in and eploymen
control over DDoS attacks

* Key outputs: pilots in NL >> IT, DDoS
clearing house blueprint
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DDoS Clearing House Concept

* Continuous and automatic sharing
of “DDoS fingerprints”, buys

----------------------

& = operations team

providers time (proactive) R .“'r
splg .0‘ .
& .
iy DDoS :
* Extends DDoS protection services stacks 0 ey G
that critical service providers use -
and does not replace them Next target®

SP3 *
L 4

0.5* .
* Generic concept: per Member State, S— o
. . Anti-DDoS Coalition

per sector, per business unit, etc.
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Fingerprint Example

{
"multivector_key": "fa0a8f21a1816a6531acb543743124ec",

"key": "fa0a8f21a1816a6531acb543743124ec",
"src_ips": [
"109.26.226.136",
we ),
"dst_ports": [80],
"src_ports": [123 ],
“ip_protocol”: "17",
"service": "NTP",
"additional": {"ntp_reqcode": 42 },

“total_src_ips": 1798,

“total_packets": 2387741,
"duration_sec": 120.32017302513123,
"start_time": "2014-12-22 11:12:56",
"avg_bps": 9545941.59169052,
"avg_pps”: 19844.893337223457,
“start_timestamp"”: 1419243176.663222
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DDoS Clearing House-in-a-box

Local Local
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Central
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Attack
parser

N

collaborator

neutral entity
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Main Components and Data Flow
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Component Maturity Indication

Maturity | T3.2 experts
(owner) |

Dissector Generate DDoS fingerprints based on PCAP filesand  High Jodo
flows data
DDoSDB Insert, update, search, and retrieve DDoS fingerprints High Remco, Joao
Converter Generate mitigation rules based on DDoS fingerprints Low Jodo, Marco, Paolo
DDoS Grid Dashboard for the visualization of DDoS fingerprints High Bruno, Muriel
IP Address Analyzer Enriches fingerprints with details about IP addresses  Low Ramin, Mattijs
involved in an attack, based on measurements
DDoS Tool Analyzer Generate DDoS fingerprints of tools used to launch Low Christos
DDoS attacks
MISP Exporter Generate MISP events based on DDoS fingerprints Low Madalina, Marco
Synthetic traffic Generation of DDoS fingerprints using a TIM’s DDoS Low Paolo
generator traffic simulator
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CONCORDIA partner

Belastingdienst

Pilot in the Netherlands

o,

CONCORDIA partner

Betaalvereniging

g Nederland UNIVERSITY
A OF TWENTE.

d ?‘éﬂ National Cyber Security Centre
#8  Ministry of Justice and Security

&
s ?‘; Stichting
P Agentschap Telecom S DINL glgdltalle lr(ljfrastructuur
3 Ministerie van Economische Zaken ederian
en Klimaat

Website: nomoreddos.org
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DNB

The Interconnect Exchange

vodafone Q) (ZigGo
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Broader view: Dutch anti-DDoS coalition

Objective: further improve the protection of Dutch critical services by sharing
expertise, experiences, and operational data on DDoS attacks

@ ISPs

Data sharing

XSPs
agreement!

IXPs
>
Banks
. .nl registry
Reinforced DDoS
resilience of Dutch &g NCSC-NL

critical services

Gov’t agencies

Working groups: University of Twente

* C(Clearing house

* Emergency exercises

* Outreach

* Ground rules and incident response
e Sustainable collaboration NBIP-NaWas
* Legal

Dutch Continuity Board

NoMoreDDoS
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Today’s Demo

DEMO TODAY e =
Collecting and Sharing the most important information
DDoS Tool Analyzer EADRoS Stics
=
a \ DB p ==
010 r\{ e 5 e
A ) ‘I .E"\ll; ﬁ & ﬁ ﬁ FQ,__ 5 R i
011100 : rt
NETTIT o o | [istimnu
Network traffic Dissector Fingerprint Repository Sy 3
(pcap/flows) ' ‘> .
L >

1. Full cycle process (generation, upload, storage)

2. Dashboard for fingerprint visualization

3. Fingerprint enrichment

4. DDoS Tool Analyzer automatically uploads fingerprints
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Fingerprint generation, storage, enrichment

Overview of all

CONCH

https://www.youtube.com/watch?feature=oembed&v=1QIC3SwwYAU 12
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Fingerprint visualization (not integrated yet)

LA e

Q000 -

13
https://www.youtube.com/watch?feature=oembed&v=50iCStFuerg
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DDoS Tool Analyzer (not integrated yet)

Overview of all fingerprints (13)
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Demo v2.3 (Dec 31, 2020)
ame ——opeaiie

Dissector

DDoSDB

Converter

DDoS Grid

IP Address Analyzer

DDoS Tool Analyzer

MISP Exporter

Synthetic traffic
generator

Dissector provides better APIs to other components (P2P communication, interface
to supplementary services)

DDoSDB provides APIs for DDoS Grid and other supplementary services.

Converter uses a MISP module to convert DDoS fingerprints from DDoSDB into
mitigation rules (to be discussed on Oct 9)

Grid supports new kinds of fingerprint visualization, interworks with DDoSDB to
add/get fingerprints

Analyzer reads fingerprints from DDoSDB, adds metadata based on measurements
(e.g., host's network capacity and connection type), writes back to DDoSDB

Profiler automatically and continually profiles DDoS tools and automatically
uploads fingerprints to DDoS-DB

Exporter takes a fingerprint from DDoSDB and injects it into MISP as a MISP event.
Detailed scenario description), based on Sep 2020 blog

To be provided by mid Nov
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MISP Interaction (work in progress)

sﬂ" LABS

Lidiiig

Dissector

Operations
team A

\
MISP-based
Authoring Tool

7

‘ SNORT mitigation rules

DFN
CERT MISP

SIEMENS
t MISP events

TIM MISP Exporter
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Platform-specific
mitigation rules (future)

Operations
team B

SNORT rules

Authoring Tool

Platform-neutral
mitigation rules +
SNORT rules (MISP)

Fingerprint

Fingerprint

>

(Decentralized)
Repository

‘ Lessons learned

Platform-specific
mitigation rules (now)

mitigation rules
TTTTIT] Mitigation
Converter device
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Next steps

* Advance clearing house pilot in NL

* Improve and integrate components

* DDoS clearing house long-term roadmap

* Continue demo-driven approach

* Future challenge: get fingerprints from

production systems

CONCORDIA T2.1 Workshop, 25.11.2020
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Further reading

v X

5@‘. s sous
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New version of the DDoS Clearing
(,:,Q_NMQQ.BDJA - House core components

The next round of 1 it deployed

SIDN Labs and SURF have released 2 new version of the DDOS Cleariag House in
W aBox,a Betwork operators ity share desails of the DDOS

attacks they handle, in the form of DDoS fingerprinty’. In this Mog. we briefly outline ous
be carrying out in the Netherlands

POSTED APAN.2

Imsprovements and how they contribute 1o the trials w

. ' L1 G
Increasing the Netherlands A 0005 Calton nd CONCORDIA
= : s

DDoS resilience together

First lessons learned from setting up a national anti-
DDosS initiative, part | of llI

actively. B

1, intemet exc

Sharing DDGS Angerprints wit

rends the DDOS mitig

Ae the Comparitg atte

The Dutch Aati-DDo$ Coalition is @ national consartium of seventeen organisations from various sectors fe.g. 1SPs, banks, — e Clalrs Hosc
government ogencies and law enforcement) commnitted to fighting DDoS attacks together, In this series of three blogs, we'll hug:
first discuss the rotionale betvnd our initiotive, then describe o techaicol focility called the DDOS clearing house that enables o A S fat DIDSS SACRS 30 S0 Weey mtich ati
coalition members to outomatically meosure ond share the propérties of DDOS attocks fe.g. ottock duration and source 1P « are Increasing in size. making our work with 1 Seatieq
addresses), before linally reviewing our key chollenges, the lessans leamed and the way forwred Dus lassant loarmed ane an .
Impartant input for @ "coakbook” to 5ot up anti-DBoS coalitions elsewhere in Europe. G L s *a
X Sy o W O ot & WA © Wewret bt [ (g STCwn. € Ot () SO (e et @ e Wi € st DA
Note: we're using two types of reference in this blog series: hyperlinks refer to
information, while numbers between straight brackets ([]) link 1o in-depth technic y,glgggseg)ggg Now SPoonetiioss TN SVamel bt BecuNG
papers
DDosS attack landscape
A Distributed Denial-of-Sarvice (DDOS) attack overwhalms 3 natwork with traffic, thus den
network the ability to service legitimate requests from their chents, The attacker ty
simuttanecusly tansmitting traffic from & large number of machines distributed across l

example by infecting thase machines with matware that carries out the attack. Anather ty)

attacking machines exhausts 3 server's resources (rather than swamping the network)

Setting up 3 national DO earing house  Increasing the Netherlandy' D00
revience together

o “

Remco Poartings-van
wijnen

Intelligence

o to improve £urope’s information postion in cybersecunty

CONCORDIA's vision for 3 Cross-sector, pan-European platform for collecting, anatyzing, and sharing theeat
Ge. which combines datasets built up in different parts of the project.

t is threat intelligence?

ligence can be defined as the peocess of acquiring knowledge from multiple sources about theeats to an
Threat inteligence supports informed decision-making on cybersecurity by peoviding information about
iques, indicators of compromises, and vulnerabilities. The process is essentially collaborative and based on

d datasets.

'CORDIA's approach

The two cross-sector pilots in CONCORDIA (“Building @ Theeat Inteliigence for Europe” and

% 8 D00 Clearing

House for Europe”) are developing the basic building blocks for 8 pan-European and cross-sector threat intelligence
platform, which conceptually forms 2 central point of contact for 3l services within the CONCORDIA ecosystem that are

related to threat inteligence.

We are developing the CONCORDIA threst intelligence platform based on three primary principles

. Multh the platform uses mult L3ble through logies and providing

ddfarent data mansg sarvices (0.8, and thair specific services).

o Combine datasets: the platform Lses algorithms to integrate datasets into new darived datasets (¢ g, coupling

CONCORDIA T2.1 Workshop, 25.11.2020
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Contact

Research Institute CODE
Carl-Wery-StralRe 22
81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

&

www.concordia-h2020.eu

o

www.twitter.com/concordiah2020

Dutch Anti-DDoS Coalition:
https://www.nomoreddos.org/en/ ﬁ
www.facebook.com/concordia.eu

Clearing house on GitHub:

https://github.com/ddos-clearing-house/ mm
www.linkedin.com/in/concordia-h2020

Cristian Hesselman (T3.2 lead)

cristian.hesselman@sidn.nl

@hesselma

+3162507 87 33

This work was funded by the European Union’s Horizon 2020 Research and Innovation program under Grant Agreement No 19
830927. Project website: https://www.concordia-h2020.eu/
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