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Agenda

1. Introduction to PQC (optional?)

2. PQC measurements for DNSSEC

3. Open discussion



Introduction







Quantumcomputers and Cryptographic keys



1180 qubits



Algorithm Key size Security Logical qubits Physical qubits Time to break

RSA 1024 bits 80 bits 2.290 ~ 2.560.000 bits 3.5 hours

RSA 2048 bits 112 bits 4.338 ~ 6.200.000 bits 29 hours

RSA 4096 bits 128 bits 8.434 ~ 14.700.000 bits 10 days

ECC 256 bits 128 bits 2.330 ~ 3.210.000 bits 11 hours

Source: National Academies of Sciences, Engineering, and Medicine 2018. Quantum Computing: 
Progress and Prospects. Washington, DC: The National Academies Press. 
https://doi.org/10.17226/25196. Tabel 4.1



DoH, DoT, DNScrypt
https://dns4all.eu/

X25519Kyber768 

DNSSEC

https://dns4all.eu/


Standards for
PQC available

DNSSEC (possibly) vulnerable

5 years
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Deploying new algoritm in DNS: +- 10 years

Timeline deployment ECDSA256 from 
‘Making DNSSEC Future Proof’ by dr. Moritz Müller.



M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.



Jürgen Henn – 11foot8.com





PQC measurements



https://pqshield.github.io/nist-sigs-zoo



https://pqshield.github.io/nist-sigs-zoo



Signing time for entire .nl zone



.nl zone size



Open discussion



Open discussion

Some ideas:

1. Signing policies: offline/online

2. Signing policies: interval (e.g., every 30 minutes)

3. Why decide to switch to algo 13 for example? So what needed to 
switch again to PQC? 

4. Sizes/performance back to algo 8 (~ RSA 2048). 

a) Any problems you had with algo 8 in terms of performance?

b) More TCP?



Open discussion (2)

5. Running PQC testbed yourself

6. Impact van PQC on your services?



Thank you for your time!@SIDN

SIDN

SIDN.nl

Follow us
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