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DDoS remains relevant
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Problem
• Mature DDoS mitigation services (e.g., scrubbing), routinely handling 

large numbers of DDoS attacks

• BUT no sharing of DDoS data and expertise across organizations
• Increases response time and prevents learning because of limited view
• Reduces innovation of mitigation processes and systems at ecosystem level
• DDoS data “stuck” in systems of (US-based) DDoS mitigation providers

• Increases probability of societal disruptions through online services
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DDoS Clearing House Concept

• Generic concept: Anti-DDoS Coalitions across sectors, Member 
States, business units, etc.

• Sharing of DDoS fingerprints between coalition members

• Extends DDoS protection services that service providers use and 
does not replace them 
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DDoS Clearing House: use-inspired research

• Operational ADC organization
• Sharing of operational experience
• Large-scale multi-party DDoS drills
• DDoS clearing house operations

• DDoS clearing house R&D
• Clearing house distributed testbed
• Technical evaluation through pilots 

in the Netherlands and Italy
• DDoS clearing house cookbook

CONCORDIA is funded by the European Union’s Horizon 2020 Research and Innovation program under Grant 
Agreement No 830927. Project website: https://www.concordia-h2020.eu/

https://www.concordia-h2020.eu/
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DDoS Fingerprint Example
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Key innovations

• Bridge multidisciplinary gap to deployment, more than tech!

• Opensource design that we make available through a “cookbook”
• Technology, legal, organizational, lessons learned based on pilots
• Enable federations of organizations to set up their own anti-DDoS coalition
• Main use case is the Dutch Anti-DDoS Coalition (NL-ADC)

• Operates across heterogeneous networks and offers rich set of services
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Dutch Anti-DDoS Coalition (NL-ADC)
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Key achievements

• Stable version of the DDoS Clearing House components

• Completed technical preparations for the pilots

• Developed the DDoS Clearing House testbed

• Selected for EC Innovation Radar

• NL-ADC: €200k additional funding from the Dutch government

• NL-ADC: Signed consortium agreement – on its way to production
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From prototype (TRL5) to production (TRL8/9)
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Phase Q1-2021 Q2-2021 Q3-2021 Q4-2021 Q1-2022 Q2-2022 Q3-2022

-1 Distributed testbed

0 Pilot

1 Basic production

2 Full production

Dev: CONCORDIA team
Ops: SIDN Labs + NL-ADC members

Dev: CONCORDIA team
Ops: database operator (NBIP) + NL-ADC members

Dev: software engineer (TBD)
Ops: database operator (NBIP) + NL-ADC members

Dev: CONCORDIA team
Ops: SIDN Labs + CONCORDIA team
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• Goal: pilots in the Netherlands & Italy

• Obstacle: production systems and legal agreements

• Intermediate step: representative environment in which to test 
the technical developments of the Clearing House
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Clearing House testbed
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Member 1 Member 2DDoSDB.eu

Traffic simulator
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1. Member 1 requests traffic through dashboard
2. Traffic simulator sends traffic to Member 1
3. Attack traffic is analysed by Dissector
4. Resulting fingerprint is uploaded to DDoS-DB
5. Member 2 queries DDoS-DB for fingerprints
6. Converter creates mitigation rules from 

fingerprint
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Traffic simulator

Dashboard

Member 1 Member 2

7. Member 2 requests the same attack 
previously sent to Member 1

8. Attack is largely blocked by generated 
mitigation rules
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Watch the video at youtu.be/UwRB74kabn8
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Outlook
• Scale up testbed to pilots in the Netherlands and Italy

• Summarize our lessons learned in a cookbook

• Proposal for fingerprint standardization (DOTS WG, IETF)

• MISP-DDoS-DB interworking

• Closing workshop in Sep/Oct
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Further reading
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https://www.sidnlabs.nl/en/news-and-blogs

https://nomoreddos.org/

https://www.concordia-h2020.eu/

https://www.sidnlabs.nl/en/news-and-blogs
https://nomoreddos.org/
https://www.concordia-h2020.eu/
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Contact

Research Institute CODE
Carl-Wery-Straße 22

81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twitter.com/concordiah2020

www.facebook.com/concordia.eu

www.linkedin.com/in/concordia-h2020

www.youtube.com/concordiah2020

Dutch Anti-DDoS Coalition: 
https://www.nomoreddos.org/en/

Clearing house on GitHub: 
https://github.com/ddos-clearing-house/

Cristian Hesselman
cristian.hesselman@sidn.nl
@hesselma
+31 6 25 07 87 33

Thijs van den Hout
thijs.vandenhout@sidn.nl
@thijsvandenhout

This work was funded by the European Union’s Horizon 2020 Research and Innovation program under Grant Agreement No 
830927. Project website: https://www.concordia-h2020.eu/

https://www.concordia-h2020.eu/

