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What to Expect?
• Introduction
• Data leaks and email
• LEMMINGS system
• DNS and email
• System functionality
• Results



About SIDN
Registry for the .nl country code top-level domain (cctld)

• 6.3 million .nl domains
• 61% use DNSSEC
• Global Anycast DNS network



About SIDN Labs
Research arm of SIDN
• Applied technical research into the safety and stability of the Internet

• Main research themes
• Domain name security
• Infrastructucture security
• Emerging Internet technologies
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Data Leaks and Email
Domain ownership change
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Data Leaks and Email
After re-registration
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Data Leaks - Example



Data Leaks - Example



DeLetEd doMainMaIl warNinGSystem

A system for detecting mail traffic
involving deleted domains and alerting

registrants

LEMMINGS 



LEMMINGS – Get a bad Rep 
Wait, LEMMINGS are those little suicidal maniacs, right?

NO, this is a MYTH! This is what really happened!



• Method:
• Analyse DNS queries for all deleted domains
• Combine with web crawler and domain abuse data

• Alert the former registrant, when following is true
• Indication domain is used for email
• Domain has not yet exited quarantine period

LEMMINGS 



Privacy Considerations
• Not capturing or analysing actual mail content
• No trackers in mail alert to registrants
• Removing PII data after process is completed
• Published privacy policy



Quarantine
40 days

Quarantine
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DNS and Email

Mail server

Delivering mail for bob@example.nl



DNS and Email

DNS ResolverMail server

MX?



DNS and Email
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DNS and Email
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Challenges
• Analysing large volume of DNS data
• Filtering noise (marketing, spam mail)
• Explaining the security risk to registrants



Challenges
• Try not to make the alert look like a spam message

• Registrant contact email address is not reachable
• Privacy proxy 
• In-zone email address



Data Sources
• DNS queries for 6.3 million .nl domains
• ~4 billion daily
• ~180 million email related



Data Sources
• Web crawler data 
• 6.3 million .nl domains
• Attributes
• Web content-type
• NACE code
• Email addresses



Data Sources
• Abuse feeds (Spamhaus, APWG)
• SPAM senders

• Sinkhole (botnet C&C domains)
• Botnet client IPs



Data Sources
Domain registration database

Registrations (light blue) and deletes (dark blue)

https://stats.sidnlabs.nl



Data Platform

https://entrada.sidnlabs.nl



Architecture

Hadoop

HDFS Yarn

LEMMINGS
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Workflow
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Filters
• Use of multiple filters for removing noise
• Spam, marketing related

• Based on attributes such as
• IP address
• ASN 
• Web content-type



Filters
Filter types

• Static
• Manually maintained

• Dynamic
• Automatically generated



Static Filters
Static and manually maintained lists

• AS Number: e.g. mail marketing company networks
• Country: High volume SPAM countries
• IP Address: e.g. other researchers



Static Filters – ASN Example
[

{

"asn" : [47205],

"name" : "MAILERLITE",

"reason" : "Email marketing"

},

{

"asn" : [396479],

"name" : "MailGun",

"reason" : "Bulk Email"

}, 

]



Dynamic Filters
Automatically generated each day

• High Nxdomain: DNS resolvers showing a high ratio of NXDOMAIN
• Newly Seen: IP addresses of resolvers that have not been seen before
• Suspicious
• Open resolvers
• Sinkhole clients
• Abuse feeds (Spamhaus, APWG)



Collecting Domains
Loading deleted domains from the registry database

• Age of domain > 1 year
• Must have mail server linked before delete
• Not using a privacy service



Analysing Data
Generate statistics per domain per day

• # of queries
• # of queries after filtering
• Results for each filter
• Unique # of ASNs, IPs and countries



Alerts
Use the generated daily statistics

• Determine if a domain needs to be alerted
• Simple rule-based system



Alert Rules
Distinct risk categories

Based on 10-day average of daily DNS queries (after filtering)

• Low: <= 5
•Medium: > 5 en <= 10
•High  > 10



Alert Rules
Special conditions

• Is NACE code match?
• then risk is high



Alert Rules
Special conditions

• Is keyword match?
• then risk is high

{

    "match": [

        "legal",

        "laywer",

        "government",

        "doctor",

        "pediatrician",

        "dentist",

        "healthcare",

        "medical"

    ]

}



Alert Rules
Special conditions

• Did the web crawler find email address linked to domain?
• then risk at least medium



Alert Message
• Designed in collaboration with registrars and registrants

• Sent on day 30 of 40 day quarantine period

• Registrant has 10 days to take action 



Alert Message
• Designed to explain the risk and suggest actions, e.g. 
• Informing contacts
• Restoring the domain

• Multiple alert modes
• To registrant
• To registrar, who then forwards the alert
• Registrar opt-out, no alerts are sent



Alert Message
• Domain grouping
• Prevent sending multiple alerts to same registrar

• Weekly registrar digest
• Gives registar overview of alerts sent to their customers

• Support for sector related CERTs
• E.g. send batch alerts to CERT for healthcare sector



Alert Message - Example



Alert Message – Daily Overview



Anonymisation

PII information is deleted after a domain
exits the 40-day quarantine period

• Registrant
• Identifier
• Name
• Email address



2 Pilots

Do registrants understand the warning?



2 Pilots

Registrars worried about an increase in support calls



Alerts sent
After running LEMMINGS for 10-month period

• 587.778 deleted domains analysed
• Filtering removed 75% of mail related DNS queries
• The average daily number of queries for

a domain dropped from 4.7 to 1.2
• 54.410 alerts have been sent to registrants



Alerts sent
54.410 alerts have been sent (9.2% of deleted domains)

Risk category Alerts Percentage
Low 44.701 82.15%
Medium 8.080 14.85%
High 4.639 8.53%



DNS Query Filters

Filter name Removed Percentage
ASN 47.177.603 44.4%

High Nxdomain 38.125.287 35.7%
Time 18.675.125 17.6%
Newly Seen IP 16.759.368 15.8%
Spamhaus 4.228.491 4.0%
Country 3.733.279 3.5%
Resolver Stability 2.675.135 2.5%
IP Address 2.552.351 2.4%

Effectiveness per filter



Measuring the Effect
• Not possible to directly measure the number

of prevented data leaks

• Using a proxy:
• Cancel-delete request as a proxy for

prevented data leaks 
• Registrant survey



Cancel-delete Proxy
• Cancel-delete as proxy for prevented data leaks

• Cancel-delete baseline for the 12-month period before using LEMMINGS
• 0.13% of 627.285 deleted domains received cancel-delete



Cancel-delete Proxy
LEMMINGS cancel-delete ratio vs. baseline (0.13%)

Risk category Cancel-delete Percentage Increase
Low 237 0.53% 3.8x
Medium 38 0.84% 6.0x
High 50 1.08% 7.7x



Do we alert the correct domains?

Domains receiving an alert are re-registered more quickly

Re-registration time



Do we alert the correct domains?

Alerted and re-registered domains have a new mail server 
more quickly

New mail server time



Registrant Survey



Registrant Survey



Future Work
• Analyse the impact of DNS Qname Minimisation
• Improve DNS filters



Takeaways
• Data leaks due to deleted domains are a real thing
• It’s difficult to directly measure the effect of LEMMINGS
• Explaining the security risk is challenging

• Low number of registrant and registrar questions



Questions?@SIDN

SIDN

SIDN.nl

www.sidnlabs.nl | stats.sidnlabs.nl


