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LogoMotive: finding malicious .nl-domains with logo detection



Project timeline

January-May
2020

Feasibility study with 
Currence (payment 

platform)

Pilot with Dutch 
national Government

February-September
2021

Pilot with certified 
webshop trustmark

September-now
2021

2022

Future plans: 
production, paper, 

open source



How does LogoMotive work?

.nl

List of .nl 
Domain names

Automatically visit
and screenshot 
websites

Apply logo detection
to the screenshots

Upload results to
online dashboard



Crawler and optimizations
• Selenium hub & 15 browser nodes
• 1024x1024 px screenshots
• 19,000 domain names per hour (5.2/s)

• Search space reduction:
• .nl-zone is large (6.2M)

• Using DMAP, skip blank pages, parking pages, HTTP errors (2.6M left)

• Unchanged since previous visit or duplicate content (~1.1M left)



Object detection using YOLO (You Only Look Once)
• Bounding Box regression + classification
• One-stage detection model



Training data generation makes LogoMotive flexible



Logo detection: precision vs. recall



Online dashboard



Pilot with Dutch national government
• Technical validation of logo detection
• Research logo detection techniques
• Help government find logo abuse



Results government pilot

• 12,862 .nl-domain names with government logo
• Manually labled!

• More abuse in newly registered domains
• 315 domain names not in portfolio
• Dormant risk!

• Monitor adoption of security standards

• Improved LogoMotive iteratively



Webshop trustmark: Thuiswinkel Waarborg

• Goal: Testing LogoMotive’s flexibility
• Certified, trusted webshops
• Unjustified display of logo
• Mislead consumers
• Running pilot, potisitive reaction so far



Future plans

• Paper for PAM’22

• Logo search interesting for many parties:
• Deployment into SIDN’s brand protection service

• Open source: in progress



Questions or suggestions?

thijs.vandenhout@sidn.nl
thymen.wabeke@sidn.nl
sidnlabs@sidn.nl
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