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DDoS Attacks Remain Relevant
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Problem Statement

• Mature DDoS mi-ga-on services (e.g., scrubbing), rou-nely handling large 
numbers of DDoS a=acks

• BUT no sharing of DDoS data and exper5se across organiza5ons
– Limited vic*m-specific view worsens response *me and learning 
– Reduces innova*on of mi*ga*on processes and systems at ecosystem level
– DDoS data “stuck” in systems of (US-based) DDoS mi*ga*on providers

• Increases probability of societal disrup-ons, especially through cri-cal 
(cyberphysical) systems (cf. WP2)
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DDoS Clearing House Concept
• Continuous and automatic sharing of DDoS fingerprints, buys providers time 

(proactive)

• Extends DDoS protection 
services that service 
providers use and does 
not replace them 

• Anti-DDoS Coalition: 
across sectors, Member 
States, business units, 
etc.
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DDoS
Fingerprint
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Key Innovations
• Bridge the mul,disciplinary gap to deployment

– DDoS Clearing House
– An1-DDoS coali1ons
– Valida1on of both in prac1ce

• DDoS cyber range

• Open-source design: proven in pilots, documented in a cookbook

• Operates across heterogeneous networks, offers extensible services

• ⭐ EC InnovaJon radar 2021

• ⭐ Key CONCORDIA results

github.com/ddos-clearing-house



CONCORDIACyber security cOmpeteNCe fOr Research anD InnovAtion

Dutch Anti-DDoS Coalition
• 18 cross-sectoral critical infrastructure operators in NL

• Sharing DDoS data through Clearing House

• Large-scale DDoS drills (Red/blue team)

• Sharing DDoS expertise and knowledge

• Small-scale DDoS exercises (Cyber range)

nomoreddos.org
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CONCORDIA T3.2 Timeline

2019 2020 2021 2022 2023

CO
NCO

RDIA kick off

Experim
ental setup

Draft data sharing agreem
ents

DraC overall architecture

System
 requirem

ents

Runnable proof of concept
Refined architecture

DDoS Clearing House-in-a-box

Developed m
odular com

ponents &
 APIs

Initial pilot preparations
Help setup and advance NL-ADC

Selected for EC innovaLon radar

Refined &
 concretized key innovations

Developed the DDoS Clearing House Testbed
M

atured Clearing House com
ponents

Com
pleted preparaLons for pilots

Pilot the Clearing House through Testbed

Executed tw
o pilots (NL &

 IT)
Im

proved and expanded the testbed
O

rganized w
orkshop

W
rote the DDoS Clearing House Cookbook

W
rote IEEE m

agazine paper
Deploy system

s in production
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Two Coalitions – Two and a Half Pilots

1. Dutch Anti-DDoS Coalition (TRL 8)
• Shared 270 DDoS fingerprints through DDoS-DB
• External collaboration
• Iteratively improve the platform

2. Italian Anti-DDoS Coalition (TRL 7)
• Telecom Italia + university of Torino
• Internal and external collaboration
• Share fingerprints via MISP

1. Testbed (TRL 6)
• pilot with simulated data

2½.
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Improved Testbed as Cyber Range

• DDoS sample traffic

• Test the Clearing House 
cycle

• Target yourself and low 
traffic volumes = fewer 
agreements

• Use as cyber range
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Workshop on Collaborative DDoS Mitigation

concordia.sidnlabs.nl

• 35 guests (10 CONCORDIAns)
• CONCORDIA introduc-on
• Four Tech Talks
• Panel discussion

Takeaways:
o Exchange DDoS metadata at mul2ple 

levels
o Opera2onal measures are just as 

important as technology
o On-premises, hybrid, or cloud-based 

mi2ga2on?

Photos by Mattijs Jonker
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D3.6: DDoS Clearing House Cookbook
• Documentation of the DDoS Clearing House

• Template agreements / contracts

• Description of pilots

• Notes on implementation

• Lessons learned

• IEEE Communications Magazine submission

ddosclearinghouse.eu/cookbook
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Connecting the Threat Intelligence Platform

• CONCORDIA Threat Intelligence Pla\orm
– T3.1 Incident Clearing House
– T3.2 DDoS Clearing House
– MISP

• MISP DDoS Fingerprint object

• DDoS-DB – MISP connec-on

• Demo video: 
h=ps://www.youtube.com/watch?v=TJfOMzXh1ik 

https://www.youtube.com/watch?v=TJfOMzXh1ik
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Looking Ahead: Beyond CONCORDIA

• Production-level services for Dutch ADC
– DDoS Clearing House (at NBIP)

– Testbed for purple team exercises (at Tax & Customs Admin)

– Contracts currently being finalized
– Further development at TU Delft

• Dissemination of our work
– Paper in IEEE Communications Magazine
– Workshop on Collaborative DDoS Mitigation
– Interest from IXP community
– Potentially in MANRS+
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T3.2 Summary
• Developed DDoS Clearing House

• Helped shape the concept and implementation of anti-DDoS 
coalitions (ADC)

• Piloted the system in two ADCs and a simulated platform

• Tackled organizational and legal requirements for deployment

• Developed Testbed & Cyber Range

• Contributions moved to industry, deployment in production

• Active dissemination (cookbook, paper, workshop)
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Contact

Research Ins+tute CODE
Carl-Wery-Straße 22

81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twiHer.com/concordiah2020

www.facebook.com/concordia.eu

www.linkedin.com/in/concordia-h2020

www.youtube.com/concordiah2020

Dutch Anti-DDoS Coalition: 
https://www.nomoreddos.org/en/

Clearing house on GitHub: 
https://github.com/ddos-clearing-house/

Thijs van den Hout
thijs.vandenhout@sidn.nl
@thijsvandenhout

Cristian Hesselman
cristian.hesselman@sidn.nl
@hesselma
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