
Using AI in domain name registries: 
threats and opportunities

June 1, 2023

Thijs van den Hout (SIDN Labs, .nl) 
CENTR Jamboree L&R | Belgrade



Agenda

1. What’s AI / Machine Learning (ML)?

2. Use of ML in registry-developed projects

3. Use of existing AI tools internally in registries

4. Threats & opportunities



What is AI/ML (not)?
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Different AI tasks
Descriptive AI Generative AIPredictive AI



Use of Machine Learning in R&D-born projects



Detecting fake webshops (FaDE)
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Detecting logos to find abuse (Logomotive)
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Assign economic activity to domain names (WebCola)
• Statistical classification of economic 

activities in the European Community 
(NACE) 

• The Domain Industry Taxonomy (DIT)
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Identifying suspicious domain registrations (RegCheck)
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Future work: Domain name suggestion tools
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Use of AI tools internally
• Email spam filters

• Anti-virus software

• Search engines

• Calendar scheduling assistant

• Network intrusion detection

• ChatGPT and other LLMs
• Blogs / news articles

• Marketing material

• Code*



Opportunities of generative AI
• Domain name market increase:
• Lower bar for website creation

• Lower bar for content creation

• Better domain name suggestions

• Increased employee productivity
• (Re)writing 

• Translation

• Coding

• Other content generation



Threats
• Domain name relevance decrease

• Increase in abuse

• Centralization of the Internet

• Leaking of sensitive information

• Many more (unknown) societal implications

https://youtu.be/xoVJKj8lcNQ



Questions and remarks?

“realistic photograph of an audience looking up with puzzled and confused expressions”

thijs.vandenhout@sidn.nl


