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SIDN in een notendop
• Stichting Internet Domeinregistratie Nederland
• De Stichting achter een van de meest succesvolle

en veiligste landen-domeinen (cc TLD’s): .nl
• > 6,2 miljoen .nl-domeinnamen geregistreerd 

> 3,5 miljoen extra beveiligd met DNSSEC
• Onafhankelijke non-profitorganisatie opgericht in 

1996 en gevestigd in Arnhem
• >135 medewerkers
• Delen kennis, steunen initiatieven voor een veiliger 

internet en ontwikkelen nieuwe diensten



Onderzoeksagenda machine learning
• ML toepassen met als doel verhogen van de internetveiligheid en het DNS

• Veelbelovende algoritmes, papers en tools verkennen en integreren
• Innoveren metML, niet innoveren vanML

• ML verantwoord toepassen

• Doelgroep: DNS actoren (registries, registrars en DNS operatoren)

https://www.sidnlabs.nl/nieuws-en-blogs/meer-internetveiligheid-door-nieuwe-machine-learning-toepassingen



LogoMotive: malafide .nl-domeinen vinden met logo detectie



Hoe werkt LogoMotive?

.nl

Lijst met .nl 
domeinnamen

Automatisch bezoeken
en screenshots maken 
van de websites

Logodetectie toepassen
op de screenshots

Gevonden logos tonen
in online dashboard



Online dashboard



Kan logodetectie bijdragen aan een veiligere .nl-zone?
• Casestudy met Rijksoverheid 
• Doel: vinden nabootsing-aanvallen gericht op overheid

• Toepassen op hele zone (6.2M domeinen) en nieuwe registraties (2 maanden)

• Casestudy Thuiswinkel.org keurmerk
• Doel: vinden webshops die het keurmerk misbruiken

• Toepassen op hele zone (6.2M domeinen)



From the 12.8k domain names, 1164 did not show a logo at the time of the
inspection – either a false positive detection, or the domain contents had already
changed by the time the analyst investigated the domain. The remainder of the
domains (11698) had indeed the government logo. That leaves us with a true
positive rate of 90.1% at the time of inspection.

Label Full-Zone Newly-Registered

Total 12862 (100.00%) 53
Without gov. logo (FP) 1164 (9.05%) 0 (0.00%)
With gov. logo (TP) 11698 (90.95%) 53 (100.0%)

Benign 10595 (82.37%) 32 (60.38%)
Government impersonation 151 (1.17%) 17 (32.09%)

Phishing 3 (0.02%) 3 (5.66%)
Potential threat 73 (0.57%) 9 (16.98%)
Other (false endorsements, satire, etc.) 75 (0.58%) 5 (9.43%)

Government domains 952 (7.40%) 4 (7.55%)
In portfolio 636 (4.94%) 2 (0.00%)
Not in portfolio 316 (2.46%) 2 (3.77%)

Added 109 (0.85%) 1 (1.89%)
Pending 207 (1.61%) 1 (1.89%)

Table 3. Manual validation results for government impersonation case study.

The analysts then further classified each domain with a logo into subcate-
gories. The most critical category covers government impersonation. We found
151 domains in this category, of which 3 were phishing domains. Two of them
were phishing of the National Tax Authority (Belastingdienst) of the Nether-
lands, and the other one was a phishing website related to national online au-
thentication system (DigiD). The average age of these domains was 15 days
upon detection. This shows that LogoMotive can help to pick-up scams that
have not been reported to blocklists yet. Shorter-lived attacks may be detected
quicker by continuously scanning the zone. This is why we look specifically at
new registrations in §3.2.

The government impersonation category also contains 73 domain names that
are a potential threat. This includes domains that return an HTTP redirect
to a legitimate government domain but are registered by a third party who
has no connection with the government. This includes suspicious names, such
as covid-vaccine-appointment.tld which redirected to the o�cial government
website (coronatest.nl), the website on which Dutch citizens can plan an ap-
pointment for a COVID-19 test.

Domain name popularity: we estimate, indirectly, how popular these govern-
ment impersonation scams are compared to the legitimate government websites.
To do that, we use Authoritative DNS server logs. Authoritative DNS servers
are a type of DNS server that know the contents of a zone from memory [22].
DNS resolvers, such as Google Public DNS [17] and the default configurations in
user devices, ultimately ask the authoritative servers for records in their zones.

Handmatige validatieresultaten



Phishing domeinnamen (6)
• Slechts enkele gevallen in .nl-z0ne
• Soms sneller dan abuse feeds
• Hoger aandeel in recente registraties
• Enkele gevallen zeer specifiek, 

zou spear phishing kunnen zijn



Potentieel gevaarlijke domeinnamen (82) 
Domein lijkt op overheidsdomein, 
en redirect naar overheidswebsite, 
maar geen connectie met overheid.
• Wat als houder redirect aanpast?
• Wat als houder valse e-mail 

verstuurt?



Government Domains

In portfolio Not in portfolio

Total
with DNSSEC 623 (98%) 230 (74%)
without DNSSEC 13 (2%) 79 (26%)
with DMARC 584 (92%) 126 (41%)
without DMARC 52 (8%) 183 (59%)

Table 4. DNSSEC and DMARC adoption in (Anon. EU Country’s government) do-
main names.

protocols include DNSSEC [2], which adds authenticity and integrity to DNS
using cryptographic algorithms, and DMARC [22], which adds authenticity to
mail servers, and provides domain owners with a way of advertise their legitimate
e-mail servers using DNS. Domains not in the government portfolio cannot be
monitored on the adoption of these standards, and may therefore unknowingly
be insecure.

We evaluate DMARC and DNSSEC adoption in these two categories of do-
mains using our crawler (Anon. crawler) (anon. for review). .AnonCc-websites.
Table 4 shows the results (our crawler missed data for 7 domains which are not in
the portfolio). We see that the adoption of DNSSEC and DMARC is prevalent
in the monitored government websites. The unmonitored domains have lower
adoption rates for both DNSSEC and DMARC, meaning that for those domain
names users are not protected against DNS and e-mail spoofing.

Summary: LogoMotive’s evaluation of the entire .AnonCc zone allowed to de-
tect 3 phishing domains, 73 domains that could become malicious and 75 other
embodiments of government impersonation. An unexpected finding was that we
also discovered legitimate domain names that communicate on behalf of the
government, but were not included in the government’s portfolio, which could
become a security threat. LogoMotive helps in detecting such threat.

3.2 Live Registration Monitoring

Given phishing domains tend to be short-lived [4], we applied LogoMotive to
domains right after their registration, in order to detect potential scams faster.

Data Collection: For this case study, we continuously process every domain
added to the .AnonCc zone in a two month period (Aug. 15th to Oct. 15th,
2021). For each domain added to the zone, we ran the LogoMotive pipeline every
3 hours for a period of 15 days after the registration date (we only generate new
screenshots if the page contents changed). In total we analyzed 134.4k domains,
and 44.4k eventually had a webpage.

Results: We apply LogoMotive to detect the government logos on these 44.4k
domains, and found 53 domains with the government logo on their website.

Ontdekte overheidsdomeinnamen (318) 
Domein en website gebruikt door overheid,
maar domein is niet bekend bij DPC. 
• Wat als website niet voldoet aan 

veiligheidseisen en standaarden?
• Wat als domein per ongeluk wordt 

opgezegd?



Geleerde lessen en toekomstig werk 
• Visuele aspecten zoals logo's helpen ons misbruik op te sporen
• Logo's helpen ook om de domeinportfolio accuraat te houden
• Groot grijs gebied met ongewenste, maar niet malafide inhoud 

Volgende stappen:
• Publiceren wetenschappelijk paper (Q1 ‘22)
• Code delen met peers en universiteiten (Q1 ‘22)
• Integreren in ‘SIDN Merkbewaking’
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