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The early days of the Internet

https://computerhistory.org/blog/the-
two-napkin-protocol/

Birthplace of the Internet 
UCLA, Sep 2017

https://www.cidr-report.org/as2.0/



Today’s goal
• Showcase how we increase Internet security based on research and share lessons learned

• Learn from each other by discussing your experience in this space

• Targeted result: new insights in how to use research in your daily work



SIDN is the operator of the .nl top-level domain
• Not-for-profit private organization for the 

benefit of Dutch society

• Securely manage .nl, the Dutch national 
extension on the internet (63% market share)

• Critical service provider: DNS infrastructure 
and domain name registration (6.3M names)

• Increase the value of the Internet in the 
Netherlands and elsewhere

SIDN
Operations

.nl DNS and registration
TRL8-9

SIDN Fonds
Project funding

Focus: users
TRL3-7

SIDN Labs
Technical research

Focus: infrastructure
TRL2-6

Dutch Internet 
Community



stats.sidnlabs.nl

SIDN Labs research space for more Internet security
“Distance” from 
SIDN’s core task

D2: time and 
certificate system

D4: Services (e.g., sites, 
email, cyberphysical)

D3: Internet access

D0: Naming 
system (DNS)

D1: Routing 
system (BGP)

Short term 
(≤ 2 years)

Medium term 
(2-5 years)

Long term 
(5-10 years)

Potential impact 
(TRL8-9 + deployment)

Hybridized DNS 
anycast, Logomotive, 

fake web shop 
detector

BGPsec
ASIS

SPIN, DRR

TaaS pilot, NTP 
measurements

Path validation
SCION webbrowserAutocast

DNS quantum-
safeness

DNSSEC keyroll
monitoring, DDoS 

clearing house



Our way of working

SIDN
Operations, 
engineering

SIDN Labs
Technical 
research

Academic 
Community

Operational needs
Operational experience

Open results:
Recommendations

Measurements
Prototypes

Sector expertise
Embedded researchers

Investments

Scientific rigor
Students

Verification
Emerging technologies

Researchers
Teachers
Students

Research 
engineers

DNS engineers
Support experts

Software engineers
Product owners



Case study #1: online impersonation
• We developed Logomotive, a tool that crawls the 

.nl zone and detects logo usage

• Pilots with Dutch Government (DPC) and 
Thuiswinkel Waarborg

• Results:

• Several sites removed from the zone

• Dashboard in use at SIDN’s anti-abuse desk

• Logomotive part of SIDN’s BrandGuard service

• Peer-reviewed paper at PAM2022, blogs



Case study #2: fake web shops
• Sales of fake shoes was a big problem in the .nl

zone back in 2016-2018

• Developed tools to detect fake shops, partnered 
with registrars and ISC to remove them

• Results:

• Fake shops virtually gone from the .nl zone

• Increased online safety for users

• Dashboard in use at SIDN’s anti-abuse desk

• Peer-reviewed paper at PAM2020, blogs

Year Taken down

2022 192
2021 224
2020 481

2019 4,340
2018 ~12,000



Case study #3: large-scale DNS measurements
• Help operators to make empirically-grounded 

DNS engineering choices (RFC9199)

• We carried out 6 studies with University of Twente 
and University of Southern California

• Results:

• Reengineering of SIDN’s DNS infra

• Recommendations for Dutch government’s DNS

• Anteater tool for DNS operators

• 6 peer-reviewed papers, RFC9199, blogs



Selected lessons learned
• Combine scientists, engineers, and operators (in one team/under one roof)

• Set up a dedicated research network, such as for measurements, prototypes, pilots

• Define problems and validate preliminary results with (external) users/domain experts

• Articulate a clear long-term research goal and a few focused research areas

• Set up long-term relationships with selected universities (e.g., by seconding staff)

• Make results generic and public, apply them yourself (“eat your own dogfood”)

• Keep in mind that peer-reviewed publications are a means, not a goal



What are your experiences in using 
research to address your organization’s 

security challenges?
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